5| TERD
re BT F 1T+«

F—JFa1UT 7 RINAY—
=fa 1B



EECHITDEIHREF VT DIRIK

¢« ISMSTYTSA)\S—Y—DO%F->TLWTHE., TFa U HERHie=xd
- RINBRIRZ DT B3RN0 LR
o« XPH\SDORBITHERIQWVEARDIERL., [FEHEILLY]
e DED. BEERHEBE TR
o« URDDM, ESHRKRXAZIND MRIRAT, IRIFICTEIDITH7R0N

« T, BEBLITHARENER (CHGZHE UE DR
KBNS, TFLUT« BEOREE U

dJunl

SR EDAIC. BXTCHUIEDTTEIDIN?




~D5DDFTUA

Jdhunl
)15”5”_
\//
/1]
L
1
\//
L

a1+«

« 2 FUA

(D )LACREE L. HEIFHRNBIMNIOXE] LHmESNIE
EEENEFB/IHRMNADIZ ) — MPCZiK U
1 25—y b E(CHBISEOEEBHRNMBEH SN CLD EERBH AT
WebB —/{—([CD 1 )LAMMDIAFN T, HEENRRZ U
L2y bH— RERESOREOREFIROTFRENHIBALTZ

L1H =



Jlnl

TFIVTASBRE 2L —>3 2 DFKE

= =]
o ihE1l
-CMH@&TU%
HIRXZIIITEPFIDOEFEET. BHFOREZEEHD15:30(CHIDdCEERDFEUE.
L DOEFN S, EH4ENRIDIVNELRNGDEHMUE U,
NRONEBEZREEICHEIDNENGDDF I, FEEEL7:00(C(F4MB L. BRGESEHNFETFEA.

. 17:00FTIC. BHZEARIDEHICIREZEZFEHRELY

. REBZNE T DICHDIRES A4 2 BIZE TER LidE W

%%%H@yTU#

DREFREEB UK (IREMD—ET17:00(C (I EZE UK TIFRDFERA. GIHOEBRZEX ZVNENSDD)
Sz EY)CIR T D zH(C(E. ITEFICED LSRRI ERDEITH ?

MtEZEF > ILUT. BEMISCHIED EWDHIZE T DZHCE. EDQOXDRIBHRNIVETIH ?

nER (BHoWebTERL ZBEBER. AFKRULRRV) ZEDKXD(CHIEIITDM?

HREZE I RNEAHED - SEPDBEFZREZ LT TIEE0)

L U=HIILFTvo

|_L

i A

Ul

¢ Jﬁﬁazz
NERZAEE UEEEBLERZREL TS ZE0

« BERHLESHKANOEEZDHL TS



=Z80 _
%Rﬁl%%ﬁ SR
BAEEIEN IS~ 1 77)LHh Sk




NRICDULNTORHA

o« BREWHRAREIOMNEM PENBERERBAIRNETWROF T VI S
. [BIRINED—TbE. SHEBREET BT=5 _
DIRAE BT BHEN G BN E SH OMAR DRfRS
O{E ANSE O B8 4R
. BT, BETBES R 0 ETHES
. REEEEND = TR
. hMYTEREFIIN—Y— O/N\FElE OREL
o WBERA>)\—(FTENh O EnE=ft OJLhEST
. DEREEOEIER 7 ~ 8 A 9
. 1 ERLRNICEETESN OR%SRE OPR=AL
. SEEALOIERT (JO7. E) (ZETH 0d1—5—  oJU—SAvILan
o WL ETDREICDULINT ORfE=1T O<XAI=
e s(CElEdTBdNnESH O RBREREE O X >/ 0>
WsERIET BHESH R <=7

ZRICEBARRZOSINEDN,
OISz D EDH



SHDIERE (RiarmmFELER)

ﬁ%b‘?‘l WOIARE12DRA > b

HIHALZE > T (K. I/R) ([FEARSE?
 BHBKIUBBEILICEANREBE RO ?
o TNEFEDLDIIMRRTTRELIZDH? (5W1H)
o BWREIECDHENSECDHICADTETIZDON?
o ZENEWLD (OAAHOOK) M7
o TENICHUMNEC EARIER (BE) ZHUEN?

. ﬁ;ﬁ%ﬁbﬁf<ﬂtﬁ$kDMTbﬁDTH5;tH@E

« DERICEARLEE. HER>ETHWDIDN?

o ZTDE. ITASWVWETHZABRSIETNDDM ?

« RREESHR@EOARR (RiE) EWXDDOMNESH?

o HBDEITNE. TDRAHMAZ LRI ESNDDN ?

. %%g%ﬂ_?éd)b‘ £2. %63 DORKROEENFELET DAIEEME (S

%Eb‘%ﬁga\'héa SASADFIVYI

HEBEWYI-HY-—H5DTL—A BOWEHERE
o BRGNS OMA—RER ~y T
o MAFLDHEENSDIRM
« PLERERODFEE
s E=FENBSDUL—A
o YRAODAZHEBE(ICKDUHSHERAKE
s TREBHNSOBERE
. {TBULS
. FTESD
. EEE(



SFOIERE (NXKIR EDSBEFELER)

FT<SIEDDATHEBLIARZFLI6DFIY SIKSICEBUTHBLER. 900D
Dik1> b ?Iya

FHFEDRLGN DD ? TR TIEOLH.

OORFOONTA o A
NSSIBPR(E & Th « TIBROZHE

O OTHH A AEBFT . WMEEDAH (EHE. /\—Kk5F1Y—)
ESVWDIKRTRELUZDOM . EEREZ

1R A S DIKE(EIRD D e DM

. BIE, BYMOEROEHE
o BESNDRA(IEH FIZ. B B

. FENEZLEOH o NKICKDEHFHA. BESEBEDOFEEDOGEMEOERE
« WREDOKRAFESEDODTLDIDON o TFEHAsREFICRET T —4

SHBS EERISEIENAMES L TWLB D0 . HBHETEMBtOEES JIERNS

RLHE>NSOD . BHAIIEDERE

SECEBEDGRE] - 15! - Fiip - BRI
- BFEEORHE - 145 - Fip - PR
« BBEEOTHDEEEFESH

« ABRFZETH
A, B,CEAIE0 O%PE. D,E,FEAIEA ARR

s RBEORKCEE I ENTD
HutEE R (CHEE(EZE KA TLIROD
NADINSOEMRRIEESH



L
=

Rugdj)z ’
(K572 EDE

TIZAINSEEMERTEROE(IC, MY XAI=ZINSTE (&5
(C(FARtt) (CESEEMNFEEITIENERLD
G CO—E>2J URh o ez, IRBICEBNEAHADR
y gib= AN AY»)
IRG(CEEE. DASYIUONMNREIL. IRt TGN EIICE
y VAN MYy gl wANAYs)

119FBEHRZRKFFT v vF. MEE, HIFEEERFRE

Tﬁ?ﬁ;ﬁFﬁ%&D< DTHASTY I ED RS TILARET DENIE
AN

RIBADOHEA DI ZN > T, WGEEEPI/ENSIIL
MFELET DENUITRD
DRSEEDIE
ELENSROSNDIER.
L — LS USTRND
AR ROEMIFEZH < D bSTIVARFEET SBINUIIRNND

fﬁ&%ﬁd)ﬂ/t — 31— X CHRERIBHRDZRIOREN D BN
KU

gt RPORGREN S DiEZ 6 & ([C UTAGRIBHR™ERRRB
TN DENUITRD
IEHREIRDTHIE

mm

E’cm
N
G

L 4

BR(CE 9 D EMDEN(CXT T DY

EE U E fm(IER TULD
S I AES)

5 DO EXYtTZ—18

o HISEZRAA
o MEEBEHBIN. BEVITITEZRREZRICE
o JR[XI3TER
o [REEELLEON [KZ5BE(c THRD%
%é%%J R L B2 BTN R IH
o« BFFHIESR (&Eht)
-rooﬁ bT [OO EA%%% (=
\F5% BRMAHIE,

-ﬁ%ﬁ%(@ﬂfﬁ)
,n _2 &) 4
%Thﬁlﬁmﬁ ng%%%%i@%f@(z

z
. H{EXHH

s EEURURTVDODABICIHUZEHHEUTOEER
Bifly 37O RIEL L TR



NAA=ENSOEEEM &EMZFI3DF TV IR b
(%P aeFe 4 i)

« WDARM (RIEEm) CTHAIZEMNHIBRLIZOM
IEIES[ERCIPANYA)

¢ SXET=ATIITZL\DOH

o« JRANYIUHIERTIEIRNDH

o CNETICBRRDT —ANS D 2D TIEIIRLD

o REEZBRICKMTWVTUVZDTIE/RLD

e MEBEEHEHD=ATI(ERL\DOH

« mMmEBEIEAGHXEDSIRDTLZOM

o« FIT v IEKHEINEMNDZDOTERRVLDH

e TlE. REAREREm (KRMEEm) hmlicH T UER>Tzoh
e MONIEX, SEDEDTLDDN

o« EE(IHTULVRLDH

e OIRETETIC, EDOLS BV BREUMN




>Z 50



11]: ) — NPCO#nSE4I

Ta—RA > EZERX

Business

iz

II) . EABEBEWOA DR/ —b PC % IR ILFRERANTHE

japan.internet.com ¥S&20

200759A148 [ 16:20 w—F |0 CEER o] (©@Pocket| |0 =

D V——#TJIIL—T08n - BE - SELIL Iy B O— FRE
EE e SRR oAs e hEERRAST 7 2O —) s E—O 12—

et Y-y b2 FPT 4 J (1) (& 2007E9814H. ERtlCcHBLTEEERD
ADTEFER./ — b PCOMEASHOIRE LI EERER LR,

¥R LI PC L3541t DEEEIER (RBEESE) NMRFSNTHED. FBOEZEECEITHIR
FIERFEITTVSN RERRCEE>TURL.

WXL PC . BREEICHIZURSIEEDOIRELT ID BEOTF1 UF WRSES
nTHHh, FESTE. FMEARSOSEGRESINTOELnEDT &,

MARORERE CBFRE. 2007986230 E, IR IUFRROEMA. #HELIZ PCICSENT
WEIBsIE. BES. BEESHREFNBEEDERMHS.

BELUE PC ([TF J\— BT+ AT2EAOESL,. E8ES LU00 B0/ (AT — REEE
2E, TFaUFrHRAMEENTLS,

http://japan.internet.com/busnews/20070914/3.html

KRS >F—RY M50 7 (1) (F. 200749H14H.
Bt ICHVWTCRERIBIRDADIZEFFA ) — ~ PC OMEKEBHNFRLE U
CEEFERU,

R UTz PC (CIX541tDEERBER (RIEESE) MMERESINTHSD. Pz
DERE(CEITHEDIREBRZHEIT TV, RKERRICEE>TLVR
(AR

fRUTZ PC (&, BHREEICHITDIIRIEED—IRELT I BED
TFIUTAIRPMSNTED. BFRTE NEFBEFEOEE(IHE
PN TULVRWED T &,

MROFEERR EIHFRE. 20074F9H6H23K5tA, IR LLUFHROETA,
fmRUJC PC (CEFENTLZIEHRE. RIEE. BRERSREENBZDE
#5453,

R UTz PC (ICIE, /\— R0 XROLARDIES1E. EEIEHS U001
SBED)RA D — REGTERE, TFa1UFTa /RSN TLND,

I (&, ZEITBEENMEAB CHEVEHREEITODTHD. PC DFITE.
BB (CDULTIE, SEBEBERZRGEL T,

I TlE. TSE0FERZELSZ(TIESD. SEROBFEBILCHE%ZH
91 EUTHED., BT VT BEREZEEE & UISXRAEDC
T WRESEROBFEMLIERETRET L. BOMNCEREL TV EWNDE?



RSA: APT

BLOGS

Home » Blogs

01 Anatomy of an Attack

Tags: Advanced Persistent Threats, APTs, Authenfication, cyber security, cybercrime.
Apr Cybercrime and Fraud, Cybenwarfare
Categories” Fraud Intelligence FraudAction

I was on a tour in Asia Pacific when | first heard the news about the attack The investigation into this attack
continues but I'm eager to share some information with you about it

Let's first make sure everyone is on the same page. The number of enlerprises hit by APTs grows by the month;
and the range of APT targets includes just about every industry. Unofficial tallies number dozens of mega
corporations attacked, examples are in the press regularly, and some examples are here, and here.

These deploy any i of. if-th 11 perimeier and end-point security
controls, and use all imaginable combinations of security operations and security controls. Yet still the determined
aitackers find their way in. What does that tell you?

The first thing actors like those behind the APT do is seek publicly available information about specific employees
— social media sites are always a favorite. With that in hand they then send that user a Spear Phishing email.
Often the email uses targef-relevant content; for instance, if you're in the finance department, it may talk about
some advice on regulatory controls.

The aitacker in this case sent two different phishing emails over a iwo-day period. The two emails were sent lo two
small groups of employees; you wouldn't consider these users particularly high profile or high value targets. The
email subject line read “2011 Recruitment Plan."

HOME  BLOGS  EVENTS

Follow Us

» f in +

RSA SILVER TAIL 4.0

Learn More

The Current State of Cybercrime

INTH3WILD

https://blogs.rsa.com/anatomy-of-an-attack/

Anatomy of an Attack (Appendix)

Before reading this, you should read the blog entitled "Anatomy of an Attack’, which describes the attack on RSA
at a high level. This post is an add-on, a sort of appendix really, that provides some end-to-end visibility into the
various stages of the attack.

Advanced Persistent Threat attacks typically have three main phases. The first is the social engineering attack;
that’s one of the key elements that differentiates an APT from good old hacking. From the very first mention of
AFTs it's been clear that these attacks will be difficult to defend against, as they use a combination of social
engineering with vulnerabilifies in the end-point to access users’ PCs. Once inside you're already in the network;
you just have to find your way to the right users and systems, and carmry on with “regular” hacking activities.

End-point security struggles with protecting against more simple form attacks such as data stealing Trojans, which
is why you can find so many examples of ZeusiLeaks, or employees compromised with a Trojan that grabs the
corporate data and sends it to a Trojan mothership halfway across the world. If Trojans available for sale from
every digital thug on the cyber block are getting through the perimeter, what should we expect when it comes to
the more devious attacks that are currently launched against private sector companies?

The social engineering part is equally simple. Like | mentioned in a previous blog that focused on some long-term
defense strategies against APTs, just think of what has changed in the past few decades. In the early 1980s you
would have guys like Matthew Broderick in War Games, searching for modems connected fo sensitive networks.
Matthew mapped networks and found weak spots. His attacks had nothing to do with the users; he used
weaknesses in the infrastructure. But if Matthew was staging an APT hack today, the first thing he'd do is visit
social media sites. He'd collect intelligence on the organizations’ people, not infrastructure. Then he'd send a
spear phishing email to the employees of interest.
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