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Downloading the bot removal tools
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Figure 4 — Effectiveness of the DNS sinkhole scheme
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Beratungszentrum

1. INFORM 2. CLEAM 3. PREVENT

D )

) ﬂ} Bendesamt
o v fiir Sichevhe® in der

Informationstechni

About the Project

Fadicipants

Contact

Drata Privacy In the section » Inform find out what Botnets are, what damage they can do and how they can

Terms of Use threaten the data on vour computer. In the section » Clean ourr DE-Cleaner is available. WWith
this tool yvou'll he ahle to free your PC from malicious software In the section » Prevention ywou
will find useful hints on how to protect your computer against re-infection.

Welcome to the Anti-Botnet-Advisory Centre, a service from eco — Association ofthe German
Internet Industry with support from the Federal Office for Information Security (BSI1).

’ , The Anti-Botnet Initiative is [...] a good example. [...]
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ACDC — Advanced Cyber Defence Center
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* 28 partners — 14 member countries —

ECO Association of the German Fraunhofer EKIE
Intermet Industry
Technikon Forschungs- und G Data Software AG
Planungsgessallschaft mbH
Institute for Intemet Security,
Atos Spain S5.A ACDC Tea m Gelsenkirchen  University of
Applied Sciences
- INTECO - Mational Insttute of
Bulganan Posts PLC o Communication Technologies
A
LN KU Leuven
Croatian Academic and
Research Network - CARNet ] .
and Croatian Mational CERT LSEC - Leaders in Security
Romanian National Computer
Emergency Response Team - Microenft EMEA
CERT-RO & Romanian Partners
Cognitive Security s.ro. SignalSpam
Telkecom ali
Cassidian (EADS Company) = .
Telefonica 1+D
CyberDefcon
University of Technology - Delit
DE-CIX ";
) XL AB Razvoy programske
4 opreme in svetovanje d.o.o.
DFN CERT Services GmbH Fundacic Privada Barcelona
Digital Centre Tecnolbgic
Engineering Ingegnenia Istitute  Superiors Dalle
Informatica Comunicazioni e delle
Teenologie dellinformazicona
FCCHN - Foundation for National
Scientific Computing Montimage

© Leaders in Security — LSEC, 2013, for ACDC — public, p 10
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ACDC — Approach

From Detection to Protection

Store Distribute Mitigate
& Analyse information and

Data & Notify Prevent

ACDC Negotiation
Meeting
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IT Threat Evolution: Q2 2013

http://www.securelist.com/en/analysis/204792299/1IT_Threat_Evo

lution_Q2_2013

Rank Country

%

1
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The Netherlands
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N 5-12 W 18-28

Infection %
26-36 [N 36-45 MM 45-60

9.01%
9.72%
11.83%
12.10%
12.78%
13.94%
14.22%
14.47%
14.55%
14.70%
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Microsoft Security Intelligence Report Volume 14
Infection rates by country/region in 4Q12 (bottom), by CCM

CCM is the number of computers cleaned for every 1,000 executions of MSRT. Korea
| ~Germany.. -~ - . CCM:93.0

4 i
il

Japan
CCM:0.7

USJ”

CCM30\

Rl J CCM:21.0
{ e 5 Y
Cor 1|3 uters cleaned per SN E A
1,000 sca d [ccm 4Q12 ) . g 3
.-J 5 -
. i 7 H‘,-\_L e 3
f 1 10 to i ~. I«;*'. ‘r-i‘
Yol et
| | e " : Microsoft Malware Pratection Center
ks e http://www.micresoft.com/mmpc "
nsufficient data i =) A : R
m i
T ‘
aE

Worldwide average CCM:6.0

52



UHU. BARICH T ZZDIREEHBNS: -
« BRI, BREFZLDOINIITHIERLTVBDTIFRLD ?

Citadel (online banking Trojan) Makes a Comeback, Targets Japan

Users
<<TrendMicro 2013-09-02>>

Through investigation and collaboration between our researchers and engineers, we discovered a

malicious online banking Trojan campaign targeting users in Japan, with the campaign itself ongoing since
the nact including in our

Alert regarding comproor;\isgd websites
RT/CC Alert 2013-06-07 >~

<;ti Jgﬁv%/Ww_' cert.or.jp/en Iish/at/20’|3/hat1 3fQO§Z.e:ir:\;portS

JPCEiRT/CC has been receiving - imhar of In

regarding compromised websites (

According to the reports, most of tl
embedded iframes of obfuscated { http:/nakedsecurity.sophos.com/2012/03/22/cert-china-claims-japan-and-us-lead-in-

ttack site. When a user visits a c{ attacks-on-chinese-internet-sites/
nfected by malware. eported Monday

most of these attacks originate from Japan
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Internal Malware Infection

« An organization: 14,000 addr for livenet and 2,500 addr for darknet

“Case Study 1

e Ataround 18:00 on July 10, 2012:
v five continued alerts (the yellow ones)
v' one new alert (the red one)

\  Many tracks of packets from a certain host to the internal darknet

— i



iCase Study 2

DDoS B¢ kscatter
. /}P'\\ﬁﬁ 5y *t

e On June 16, 2012:

v' Anonymous announced that they had initiated OperationJapan against
the Anti-Counterfeiting Trade Agreement (ACTA). '

i R,

e From June 26 to 30:
Ll v the Web site of the Democratic Party Japan (DPJ) was under a DDoS
attack by Anonymous.
v’ the backscatter were distributed to many organizations, which is a "
typical behavior reflective of a DDoS attack with random IP spoofing
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